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. Introduction

Why ePrism SSL is Needed ® Prism SSL®

Increasing Use of SSL Traffic

E-MAIL CLOUD

Of the top 50 sites, | N
42 use HTTPS. M Gmail () NavER cloud
(ALEXA’s Top 500 Sites, Sep. 2017)
ﬂi Outlook “: Dropbox
NAVER mail GOOGLE drive
ﬂ Of global web traffic, g ‘
|3o | =~ More than 55% is SSL traffic.
(Cisco Encrypted Traffic Analytics, ETA) WEBSITE SNS
I 1
Go gle “ Facebook
Of web traffic in 2019, NAVER @ KakaoTalk
A | Upto80% will use SSL.
(Gartner Predicts 80% Web Encryption by 2019) Youl il y‘ Twitter



. Introduction

Why ePrism SSL is Needed ® Prism SSL®

Upsurge in SSL-Based Security

Threats

80% of recent APT attacks and 41% of 100,000
hackers, 90,000
use SSL traffic. 80,000
(Traffic analysis by Zscaler Cloud, Aug. 2016 to Jan. 2017) 70,000

60,000

50,000
Harmful SSL-based attacks occur,

40,000

an average of 600,000 times a day.
(Traffic analysis by Zscaler Cloud. Aug. 2016 to Jan. 2017) 30,000 4,915

20,000 15,798 [ ]

An average of 15,000 attacks detected per month, 17.01 17.02  17.03 17.04  17.05  17.06
Of 93,000 in the f| rSt ha|f Of the year % HTTPS-based malicious code collection of the first half year of 2017 by SOOSAN INT

(HTTPS-based malicious code collection by SOOSAN INT) (feat.: Malwares.com/Mangoscan.corm)




Why ePrism SSL is Needed ® Prism SSL®

Standard internal network security

= Different security appliances protect the network
against threats at each stage in the network.

= Threats that can’t be blocked are left up to end point
security

Firewall

By design, SSL Traffic

cannot be analyzed on the network.

IDS/IPS

SSL

Anti virus

encryption

DLP

SSL encryption makes it impossible for standard network
devices to work as designed

Strong authentication

@ SSL can also be used by hackers
aid 3s g “safe” path for attacks.

Business asset



Risks Associated with SSL ® Prism SSL™

® Attacks that exploit SSL traffic for malicious purposes can’t be detected or blocked with standard security
appliances.

® |IDS, IPS, APT solutions, Network DLP and other standard security appliances can be bypassed

CASE 1 CASE 2

Malware transmission via an email or a messenger; Malware distribution via Social Media
Internal data leaks

Mar. 29, 2018 MRESS Apr. 05,2018

Tax Timels W-2 Scam Time gz .| Facebook databreach: 40 MILLION more users’

...The IRS urged employers to limit the number of employees who have ¢ w. bersonalinfo was leaked.

access to W-2 forms and to require additional verification procedures to Ei=4l FACEBOOK has revealed the data of up to 87 milion people using the

validate requests before emailing W-2s. - st sOCial media may have been shared with political firn Analytical — nearly 40
www.ban.com/w2-email-scam-b73014451281/ million more than previously thought....

www.express.co.uk/news/world/941701/facebook-data-
breach-cambridge-

analytica-us-election-mark-zuckerberg-scandal
The Telegraph Jan. 19,2018

e e British 15-year-old gained access to intelligence

T operations in Afghanistan and Iran by pretending to " Sepurffy threats that exploﬂ s_00|al media features such as
\@ g behead of CIA, court hears.... reliability, personal relationships, short URLs, and usability are
= www.telegraph.co.uk/news/2018/01/19/british-15-year-old- contlnuously Increasing.

gained-access-intelligence-operations-Afghanistan/

= Monitoring/analyzing/blocking attachments is impossible
= Determining the path of leaks is impossible


http://www.express.co.uk/

Risks Associated with SSL ® PrismSSL™

® Malware that is unknowingly downloaded cannot be detected or analyzed on the network.

@ If cloud apps like Google Docs are being used blocking specific ports or IPs is impossible.

CASE 3 CASE 4

C&C Communication With SSL Drive by Download with SSL

Malicious Android Ads leading to drive
by downloads

Drive by downloads causing chaos

oonos

= Most Malware communicates with its C&C server using SSL. . .
* Drive by Download with SSL
= All new ransomware collected since 2016 uses SSL to communicate
= Ad servers among others use SSL

= with its C&C server. (CYREN Report, 2017)



| Legal Compliance ® Prism SSL®

The Facilitation of Communication Network Use
and Information Protection Act

|Article 28| Privacy Protection Measures
<Rev. March 22, 2016>

= When Information and Communication Service providers process personal
information, they must take actions technically and administratively, as listed in the
following sections, to prevent the loss, theft, forgery, or alteration and to ensure the Per the revised Act,
security of personal information in accordance with the Executive Order. U Si ng S S L iS

|Article 45| Ensuring the Stability of Information d duty and reSponSIblllty!
<Rev. March 22, 2016>
= Technical and physical measures such as the installation of a information

protection system to prevent unauthorized access or intrusion into information and

communication systems, For security in the world of SSL traffic,
= Technical measures to prevent illegal leakage, falsification, tampering, and deletion An S SL Vi Slblllty app“ ance iS

of information,
= Technical and physical measures to ensure the information and communication essential!
network is always available
= Administrative safeguards regarding personnel, organization, and finances for the
stability and security of the information and communication network and the and
creation of related action plans.

and Communications Networks




ePrism SSL VA ) PrismSSL™

PrismSSL™

TST-based SSL decryption allows all traffic on every port to be monitored transparently.
Engineered for SSL visibility, ePrism can be installed without changes to the network

TST-based Supports
high various types of
performance installation,
session and it's user
processing friendly
DPl-based Detailed
SSL. traffic traffic analysis
analysis and
log search
Maintains Internet
the packet anonymizer
5 tuple Easy controls
Supports DTZ . ) distribution and
configuration Compatlp e with management of
many different certificates
3rd party

devices



ll. Features

= Managing TLS/SSL with ePrism SSL

= Visibility into all SSL traffic

= TST (TCP Session Transparency) Based SSL decryption
= DTZ (Decrypted Traffic Zone)

= Compatible with a variety of network/security devices
= MPT (Message Pass Through)

= Easy certificate distribution and management

= |nternet anonymizer controls

= Detailed traffic analysis and log search

= Supports many installation modes

= Enhanced usability

= Benefits

SAODSANn: D PrismSSL™



ll. Features

Managing TLS/SSL with ePrism SSL VA

@ PrismSSL”
—» Decrypted Decrypted Traffic Zone
= Encrypted Internal Security Solution
IPS DLP IDS APT
______Internal data leak Hacker’s intrusion
via SSL via SSL -
..O.. LN ] .0......1 ......01......--....O....... 000 00O0OGOEOEOIEONOSEOS O : : :
e — = =
B/B
Web Browser »> ePrism SSL VA FIW Internet/WAN Web Servers
(SSL Client) g (SSL Servers)
< Harmful sites o
< Virus, phishing O

= Decrypts SSL/TLS traffic one time, and provides the decrypted traffic to existing network security appliances (Decrypted Traffic Zone).
= Compatible with IPS, IDS, APT, SWG, and DLP appliances.

= ‘One Source - Multi Use’ decryption solution



ll. Features

Visibility Into All SSL Traffic ® Prism SSL®
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. Features

TST (TCP Session Transparency) Based SSL Decryption A PrismSSL™

® TST (TCP Session Transparency)

= Using a DPI (Deep Packet Inspection) based engine, only TLS/SSL protocols are selectively separated and decrypted.
= Through analysis of each packet flow’s 5-tuple, its SSL handshake and its payload, SSL traffic is observed and decrypted

Benefits of TST

X Selective decryption
= Analyzes and decrypts SSL traffic on every port

Performance and reliability

= Ensure reliable throughput without performance
degradation even when processing large volume of traffic.

Compatibility

= Perfectly compatibility with existing security
appliances, ensuring network stability.

@

Stability

= |nstallation follows the existing network configuration,
reducing maintenance fees and minimizing headaches

Q)




ll. Features

TST (TCP Session Transparency) Based SSL Decryption

Internal Security Solution

cee] & ==

IPS DLP IDS APT

| |

Web Browser ePrism SSL VA
(SSL Client)

® DPI (Deep Packet Inspection) Support

= All traffic analyzed and information relayed for blocking
policies

= Maintains only the minimum number of sessions required for
decryption.

= Even if a situation requiring HW bypass arises, all sessions
except those being decrypted remain stable without
disconnection.

@ PrismSSL™
Doesn’t alter
the 5 Tuple
TCP Protocol TCP
10.0.0.1 Source IP 10.0.0.1
1111 Source Port 1111
20.0.0.1 DestinationlP  20.0.0.1
443 Destination Port 443
ePrism SSL VA
Session Transparency
Guarantee
[ 1T 1 ] = =1 [—]
0..00..00..0.--.0000000..00‘0..0...0...0.‘ : : - :
\T ] —= = [—
m|mu — =| ==
F/W Internet/WAN Web Servers
(SSL Servers)

® Doesn’t Change Packets’ 5 Tuples

= Monitors all ports transparently without disrupting network traffic by
maintaining the 5 tuple, unlike standard proxies
* Removes obstacles to non-standard traffic.

= 31 party network appliances can be connected without the need for
reconfiguration or settings changes, preventing statistical and functional
errors.



ll. Features

DTZ (Decrypted Traffic Zone) ® Prism SSL™

® DTZ (Decrypted Traffic Zone)

= Supplies decrypted SSL traffic to devices that can’t analyze encrypted traffic in order to allow them to function normally with SSL
traffic.

= The active port (inline mode) and passive port (mirroring mode) can be used simultaneously

& Router

DTZ (Decrypted Traffic Zone) = =) Decryption Traffic Plaintext traffic

Active-Port Passive-Port

=@ < ] r--»4 (k4 APT detection and analysis (APT)
l Intrusion Prevention System (IPS) @ Prism SSL

Distributed

Denial of

Service == >
(DDoS) m F-P4(F4 Harmful website blocking (SWG)

Web Application Firewall (WAF)

:@47 — :2 Network traffic analysis(Etc.)

=

Switch

:Q-'
- :2 Internal data leak prevention (N-DLP)
:Q-'




MPT (Message Pass Through)

® Displays blocking messages from 3 party
devices

B A%52 B2 4R

= Blocking packets sent by 3 party devices are matched
to the right RST packet in the original (encrypted)
session.

at \

( A ’ v 1.0 A5 e
Ay 1 Badid
P Lo CWHEE oulll 170 1l U 5

= When SSL traffic is blocked, the blocking page from the
3 party device is displayed exactly as it was sent

SO SAN -

® User convenience

» Users can easily find which device a
security policy violation occurred on

= Users can easily troubleshoot and
configure policies when working with the
maijority of security devices including A
APTs, SWGs, and DLPs.

When working with ePrism SSL VA

When working with other decryption solution



ll. Features

Compatible With a Variety of Devices

(7 /%

2 PrismSSL”

AhnLab MDS

AhnlLab

s | & | =T

Sniper IPS FireEye NX

wins Qti% FireEye

NetCenter Hyboost
coMTRUS #1SOMANSA

@ PrismSSL™

eWalker

SOCSAN int

©

Compatible with
a wide variety of
devices

= URL Filtering

= Advanced Threat Protection

= Digital Forensics

= Data Loss Prevention
= Network Email Data Loss Prevention
= Web Application Firewall




Easy Certificate Distribution and Management

® Guided certificate installation
= Provides automatic or manual CA certificate distribution and
installation (for decryption).

= The GUI supports the creation of a certificate with your
company’s information and distribution and management on
clients.

® Convenient certificate management

= Easy certification distribution for users left out of the pre-
distribution by the NAC, PMS, or Active Directory.

= Easily respond to PC and/or OS changes.

= Supports Windows, Mac, Android and a variety of other
operating environments.

® Easily manages the installation status.

= Management for clients with personal decryption certificates

= |nstallation environments and SSL certificate distribution
management.

A Method for Guided Private Certificate Installation

Certificate Distribution Apparatus and Method
Patents

Encrypted Traffic Monitoring Method and Apparatus

Encrypted Traffic Session Processing Method and Apparatus

Automatically redirects a user to a certificate installation
page of each OS.

Automatic
distribution

Thecertificateis notinstalled

On a Mobile

Certificate Manages the certificate installation and distribution for
management internal users.
(cTola o]
[Ee) In ] % & X
; Eaen ]

.......

@ PrismSSL™



ll. Features
Internet Anonymizer Controls

\%

ZenMate
O Tor .. O

C onnections

2 PrismSSL™

® ePrism SSL Features:

* Analyzes plaintext and SSL sessions, and classifies L7 protocols including various Internet anonymizers.

= Maintains the latest protocol definitions with regular updates from the SOOSAN INT DB server.
= Through the combination of ePrism SSL VA policies, create a wide variety of traffic controls

@ PrismSSL™




Detailed Traffic Analysis and Log Search ® Prism SSL™

® SSL session monitoring SSL session monitoring and traffic status management

* Provides real time SSL traffic session monitoring. R

) . . . T @ Prism SSL
* Analyzes SSL traffic to provide a wide variety of statistics e o i T I | ST 8§ | BEerT X
and reports including up/down stream traffic and more

TR ) URL  Category »  User~ MaxLine 10V [weeky V]
= Easily check whether SSL sessions were successfully e R -
G Weekly Traffic @ __Cnm.ecm

established in order to process and manage exceptions

70K

60K ‘mobile.pipe. soft com.

o
. mialk google com'5228

e Traffic state management - !

= Provides reports on SSL traffic, all traffic (encrypted and
plaintext) and more through detailed traffic analysis.

[SER )
N -

22222

sssss

(L BT

= Provides detailed, printable reports in PDF or Excel format

o0

= Search the included SSL log and all traffic log by various
fields for traffic management



ll. Features

Supports Many Installation Modes

@ PrismSSL™

Security Solutions

® Forward Proxy

= |nside Outside

= ePrism SSL provides visibility when internal users access

external devices.

= ePrism SSL works with many security appliances (IPS, ATP,

DLP, and etc.).

= ePrism enhances SSL security to prevent internal data leaks.

‘ Internet/WAN

FIW

m ePrism SSL VA

B/B

Web Browser
(SSL Client)

m
©
i

<=

i-8-

-
"

m#

IPS

DDOS

WAF

Security Solutions

® Reverse Proxy

= Qutside

Inside

Web Browser
(SSL Client)
‘ Internet/WAN

m ePrism SSL VA

=

B/B

=== Web Servers
—1 =l |==] (SSL Servers)

= ePrism SSL provides visibility when external users access
internal devices.

= ePrism SSL provides many different security appliances
(such as WAF and IPS) with SSL visibility.

= ePrism SSL enhances SSL security for external services.



ll. Features

Enhanced Usability ® Prism SSL®

Decryption Management and Configuration Online Help
| |

ana & ePrism SSL VA Administrator Guide (SW ver.2.3.0) - Interet Explorer
@ hitps://T72.16.110.248-8500 commen/help/ en/indexitmi?Dec_SetupDecrypt.htmi
T i 4 & 1 6 % Gp X

6.1.1. Decryption Settings
Contents | Index _Search
Information Analysis User Policy Server Policy Decryption Configuration Wt - Cusion Lasegory e
B 421, Applicaion I
- » A menu Decryption Control enables a network administrator to activate or to suspend SSL decryplion senvice for specified users by specifying target user
8 422 Website bandwidih. For mnna\ SSL decryption senvice, the network administrator must activate Decryption Action Setiings as well as specily target user for the
Decryption Control ’ Decryption Setings  Decryption List  SSL Bypass Host =@ 43. Policy Control decryption sevi
[ 4.3.1. Policy Settings
. . 5 4.3.2. Message Settings
Mirroring Settings = Acti = = . N N
= (RS B 433 Pokicy Backup Decryption Action Settings
= (0 5 Server Policy
Certificate M 3 3
o e L & Enable SSL Decryption @ orF © Clck[APPLY] buton to agiivate the new decrypion sefting (0 51. Server Policy If Decryption Action is set to "OFF, SSL-encrypted trafic of all dients is not denryw:d hile if the Decryption Action s set to"ON., the network administrator
5 5.1.1. Policy Seftings can select and decide user bandwidih to decrypt by setting various configuration o
" 3 512 Server Cerfiicate
 Unfrusted Ceriiicate Action Deny | Allowr The & 1o configure Action Setlings is as follows:
= & 6. Do procecire tocong e
% Use OCSP Responder '} orFF = (@ 6.1. Dearyption Control 1. Selecta > Decryption Conirol > D i
e 2 Swtch a ide button o ON or o OFF in Acdon Setings Furdet:wpuun senie, eFrism SSLUA executes 3 carfcte vedficaton processfor  cerficate
oy EE U ucryplen St it were delivered from a server. For an unirusted server ceriifcate, the i speciy a
3 6.1.2 Decryption List Umms\'f:d Cerificate Acion
1 613, SSL Bypass Host B Select an Untrusted Certficate Action from threes in the table 33
i= Decrypted SSL Traffic Operation T 6.2 Mirroring Self
roring Sefings Table 33. Untrusted Certificate Actions.
= (@ 63. Centficate Manager fon ltzm Tt
. New Virtual Session [on Bz 1631 Centficate Overview Deny It Blocks th
51 632 Certiicate Generation [Allow I allows wing session iion. User browser
 Transmit Originai Session o [ED 1 6.3.3. Certificate Distibution does not display a for the site
3 6.3.4 Private Ceriificate Authority |Alert (Default) Walwsasph " comesp bm : o I'mn\:‘ammg page|
= - is 1yed in user's wel alarming cannol
& TGP Checksum [on [ 1 .35, Installaion History cortespening yebse because the webste ncluges urustd contcat.
= (@ 7. Configuration user allows a conneclion to the uninusted website, ePrism SSL VA
 IP Checksum @ o S (@ 71, Network peﬁmrsdmypnm
[E 7.1.1. Network Settings N . . )
- PR P oFF 21 712 etk Somies Satings 3. After finishing seting, click a button "APPLY 1o apply the changed settings.
[ 713 Proxy Setiings Note.
= IP Packet Marking o [ 1 7.1.4. Operation Mode Yourustspecy the use banidh using e
" ‘Decrypiion List sefting the Decryption Action
 Port Conversion o BED 372 License Seffings to 'ON.
= (@ 73 System

J 731 Mllnlsh'aturﬂegshannﬂ

® Decryption Forwarding Settings ® Online Help

* Includes connection decryption settings to match the = Online help provided to aid administrators in operating
features of any security device ePrism SSL

= Supports inline and other configurations to connect with = When help is running, help tips are automatically displayed
3rd party network appliances with the corresponding menus.

» Changes to your network architecture are not needed
(cost effective)



Benefits ? PrismSSL™

Internal Data Leak Prevention
4

SSL Traffic Visibility

= With SSL visibility, prevent web security threats = Analyze and block Internet anonymizers.
= Avoid malware and ransomware infection before it » Classify L7 protocols including many different

occurs. anonymization/bypass protocols.
= Create a Decrypted Traffic Zone for SSL traffic, and = Protocol DB updates on a regular base.

feed decrypted traffic to current security devices

Verified-System Reliability

Raise Enterprise Security Level
4

= Highest compatibility with standard networks. = Understand and prevent

= Supports network reliability with several potential threat factors in advance.
bypass modes. = Enhance public image and customer confidence
= Reliability verified by many public/financial by deploying powerful security solutions.
enterprises. = Meet security compliance reguluations,
* Has around 80 references and has completed strengthened every year.
field verification. » Reduce the social and economic cost

when security incidents occur.



lll. Case Studies and Product Specs

= Case studies
= Product Lineup
= Specifications

SAODSANn: D PrismSSL™



lll. Case Study and Product Specification
Case Study 1 @ PrismSSL™

Installation Environment

= Broadcasting companies are very sensitive to service availability by nature. For a quick recovery from potential service failures,
A Broadcasting additional bypass taps were installed in each section.

Company = Inline: An IPS device (manufactured by W) was connected.
= Mirroring: An APT device (manufactured by T) and a harmful site SWG (manufactured by SOOSAN INT) were connected.

Background
4
g:.‘l

| Stack Configuration} @ .
L Issues with company F’s product
= Not compatible with devices that block connections

= |PS devices cannot be connected inline
E PS Issues with company B’s product
-'I_'&ﬂ -J_'Eﬂ = Not compatible with devices that block connections
Atap Atap
ePrism Installation

|
Connected Blocking Devices
= g

i , * [f T’s device sends a blocking packet for a decrypted packet, ePrism
I' Ptap Aggregation WFSM .

v Switch places a custom header on the blocking packet and checks where to
| manua send it in order support the process.

ga. Connections to inline devices
= ePrism can be connected to an inline devices by activating the
Real In-Line mode.

E‘B | Stack Configuration E‘a Bypass speed on appliance failure (fail safe protection)

= Less than 2 sec.

APTDDIO1

1 Ptap




lll. Case Study and Product Specification
Case Study 2 @ PrismSSL™

Installation Environment

= This client has been using company S’ product as a harmful site blocking solution
A Financial = Network environment: Active/Standby
Company = Inline connections: NGFW (manufactured by P), IPS product (manufactured by W)
= Mirroring connections: APT (manufactured by F), harmful site blocking device (manufactured by S)

Background

mm= Internet F/W 11

Flow Syne A o Poor performance with standard harmful site blocking
solutions
= F’s device failed the connection test (Couldn't isolate/block and connect).
il = Even with dtoth : ducts i d
NGEW % ven with connected to the company’'s own products issues arose due to
a , ﬂ the use of ICAP
@ |
® o ePrism Installation
Aggregation Tap
— ePrism received good marks in compatibility with
e B S s g ’ ved goo patibility
ePrism = ; = ePrism 3rd party devices during the PoC
@ @ IPS i IPS Connections and blockings
a = Checked that there were no issues connecting to S’ device
v" Verified normal IP/website blocking worked
== == v" Verified that the blocking message was displayed even for
BB_SW HTTPS blocking

= Compatible with F’s device
= Also provides compatibility with F's NX



Product Lineup ® Prism SSL®

2 PrismSSL™
Product Lineup

SPA-3100

SPA-2100

SPA-2000

[ oo

[ ] [ ] [ ] [ ] [ ]
Total : 500 Mbps Total : 1.2 Gbps Total : 1.2 Gbps Total : 10 Gbps Total : 15 Gbps Total : 20 Gbps Total : 20 Gbps
SSL : 100Mbps SSL : 300Mbps SSL : 600Mbps SSL : 2 Gbps SSL : 4 Gbps SSL : 6 Gbps SSL : 10 Gbps

Small Scale Network Medium Scale Network



lll. Case Study and Product Specification
Specifications

@ PrismSSL™

SPA-500 SPA-1000 | SPA-1100 | SPA-2000 | SPA-2100 SPA-3000 | SPA-3100

Total throughput 500Mbps 1.2Gbps 1.2Gbps 10Gbps 15Gbps 20Gbps 20Gbps
SSL intercept throughput 100Mbps 300Mbps 600Mbps 2Gbps 4Gbps 6Gbps 10Gbps
Performance ;

z\'gF',g; SSL sessions for new handshake | 7q0/c00 | 1500/sec | 2,500/sec | 4,500/sec | 6,000/sec | 8,000/sec | 35,000/sec
No. of SSL flows (concurrent processes) 25,000 50,000 100,000 220,000 350,000 500,000 1,000,000
Session management mapping

SSL Traffic analysis/monitoring

Visibility Multi-dimensional analysis & report Supported
(category/user/time)
Certificate distribution tool
DB-based malicious code blocking
Filtering
(*SSL Internet anonymizer control Supported
/Non-SSL)
Filtering policy (category/user/time)
Fixed 8 x 1Gbps Copper Max. 16 ports available
Network interface (additional 8 ports available for (1G/10G and no. of ports can be varied depending on
expanding) client’s environment)

Operation mode Inline mode (Hardware Bypass available)
SSL management transparency TCP session transparency maintaining via Certification Resigning (5-Tuple)

Etc. Encryption protocol TLS 1.0, TLS 1.1, TLS 1.2, SSL v3

Public key algorithm

RSA, DHE, ECDHE

Symmetric key algorithm

AES,AES-GCM,3DES,SEED,ARIA,CAMELLIA,DES,RC4

Hash algorithm

MD5, SHA-1, SHA-2

RSA key

1024 to 8192 bits




V. Company Profile

= Company Overview
= Product Lineup
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IV. Company Profile
Company Overview

@ PrismSSL™

Delivering Innovative Security Solutions and Service

Security Solutions

= No. 1 seller in the public organization market!

* The network security solution chosen by 1,000 client companies
= Offering network and data security solutions

Platform Business

= Has been providing platform-based Device Authentication
Service for Korea’s 4 major telecoms for over 10 years.

» Value creation though big data analysis on standard
infrastructure

= Most traffic analysis know-how in Korea

Company Name
Date of Est.

SOOSAN INT Co., Ltd.
March 4th, 1998

C.E.O. Chung Suk Hyun, Lee Sung Kwon
Capital KRW 3.37 billion
Employees

101 (as of March 2018)

Software development and supply (Network access
management solution, etc.)

SOOSAN Industries Co., Ltd.

SOOSAN Heavy Industries Co., Ltd.

SOOSAN ENS Co., Ltd.

SOOSAN Hometech Co., Ltd.

Business Area

N
A

2018 March 2018
SOCSAN vt SOCSAN vt
Credit Rating Patents Holding

4. HQ Seoul Korea
N 3 Fl., Suseo Hyundai Venture-ville, 10, Bamgogae-ro 1-gil,

Gangnam-gu, Seoul, Korea 06349

(RGN 82.2.541. 0073 82. 2. 541. 0204
gb@soosan.co.kr 1|5 ) http:/Aww.soosanint.com

R&D Center Hanoi, Vietham
Keangnam Hanoi Landmark Tower,

Mé Tri, Tt Liém District, Hanoi
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Integrated
Internet Access
Management Solution

= A business efficiency
solution.

= Controls access to HTTPS
sites.
* Has visibility into SSL traffic.

* Includes the nation’s largest
URL DB.

SODSAN w7
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SSL
Visibility Solution

= TST-based visibility into
TLS/SSL traffic at all ports.

= Since 5-tuples are not
modified, can be installed in
existing networks without
changes to the network
architecture

D ReD security

Virtualization-based
Next Generation
Security Solution

= 1st application of VMI in
Korea

= Next Generation Hypervisor
Security Solution

= Data security solution
applicable across industries

@ Walker SWG 9

@ Walker Security\//

Non-business Sites
Blocking Solution

= The highest share in the
Korean government sector.

= Chosen by over 1,000
clients

= Korea’s largest DB

= Controls access to non-
business/harmful sites, with
integrated management.
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